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The past
In 2020 ScaleAQ got hit by a ransomware attack

that cost the company millions.
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The Attack

Remote Email Compromised
Platform Phishing Employee
Hacking Schemes Credentials




1. The Attack

Word document contains a macro that will
download malware from a remote host.
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John Hawkins ' Inbox

John.Hawkins(@globo.com
to me

Your contact details (johnsmith(@gmail.com) was
specified as the destination of the payment. The funds
will be posted within 5 hours.

The password 1s Ofghy521. You have to type

this to be able to view the document.

m ‘\] payment document 464719.d




resume

oJeﬁLanza
& Today, 7:52 AM

Jett Lanza ¥

https://www.dropbox com/s/mtorrewykadll7o/resume. pdfdi=0
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i LA Fdalali g
P LINO DO N LT

Shared with Dropbox

A




Actor's

Infrastructure
Stage 1 Download
tortilla.exe
> >
Runs
the loader
> &
-4
Loads unpacker

Stage 3

Unpacks and
injects payload

v
AddinProcess32 exe

Stage 4

fnfection Row-chart.



2. The Encryption

A A A

Decrypt Foles It ecryplion_Rea Help Help Help Help Important Encrypted 0b339  Enorypled 04362  Encry r.-I:l:d Delld2
rrd :h'r- html html Frtrnd B4l 3005 e cBedMbienc.  dSHIThI .enc_r
rebkenhaad febkarihesd cebendugad

Encrypted O1bdb  Endnypled "-'_t_.' E'.'r.|:‘.-r:.' leles Encrypted lebid  Encrypled (2af6]l  Encrypled Zbd16 E':'rF‘td .’-:'J":I
Gleel3i%3enc, WIc3clMdenc.  THlcelbbeenc  dTE3cdSb.enc JEBIEL enc_s b333256.enc_r  B12ecHcSlel.en
rodbbendhood robbwnhood _rodbbenhood _rebbandhoaod abbinhood cbbmhood robbinhood




3. The Notification

What happened to your files?

All your files are encrypted with RSA-4896, Read more on
https://en.wikipedia.org/wiki/RSA_(cryptosystem)

RSA 1s an algorithm used by modern computers to encrypt and decrypt the data. RSA
is an asymmetric cryptographic algorithm. Asymmetric means that there are two
different keys. This is also called public key cryptography, because one of the

keys can be given to anyone:




4. The Demand

OPTION 1

Step 1 : You must send us 3 Bitcoin(s) for each affected system

Step 2 : Inform us in panel with hostname(s) of the system you want, wait for
confirmation and get your decrypter

OPTION 2

Step 1 : You must send us 13 Bitcoln(s) for all affected system

Step 2 : Inform us in panel, wait for confirmation and get all your decrypters

Our Bitcoin address is: xxXx

BE CAREFUL, THE COST OF YOUR PAYMENT INCREASES $10©,0900 EACH DAY AFTER THE FOURTH
DAY




5. Don't try to follow us...

The the bitcoin address used for the ransom payment

Is created freshly for every victim, so there’s no way to
track it.




Just In case you are worried...

“Your privacy is important for us, all of your records
including IP address and Encryption keys will be wiped

out after your payment.”




We Value Your Opinion

How was Your Hacking Experience With Us?

0000 d
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Excellent Good Average Poor VeryPoor




UTPRESSINGSVARE

Vestas utsatt for datainnbrudd med krav om
lpsepenger

Hackere har slatt til mot den danske vindmellegiganten.

Det danske milliardkonsernet Vestas Wind Systems bekrefier at de er rammet av kryptovirus med krav om I@sepenger.

P
“ MARIUS B. JORGENRUD SIKKERHET 29. NOV. 2021 - 16:00
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IVIrusprograminer

Sikkerhetsforskere hos HP advarer.
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My skadevare distribuerer RAT-programmer og er vanskelig 4 oppdage. opplyser forskere.

B EIGIL KNUDSEN OPERATIVSYSTEMER OG PROGRAMVARE

28. NOV. 2021 - 19:00




€he New York Eimes

Israel and Iran Broaden Cyberwar to
Attack Civilian Targets

[ranians couldn't buy raelis found their intimate dating

v hitting

By Farnaz Fassihi and Ronen Bergman
N :




E24] Bors Aksjelive Tipsoss! E24+ = Meny

Nordic Choice Hotels rammet av
datavirus

Nasjonal sikkerhetsmyndighet er varslet om det som har skjedd.




Nkom advarer mot massivt SMS-
svindelangrep

Nkom ber ingen trykke pa lenker de far i tekstmeldinger for de er helt sikre og advarer mot et storstilt
svindelangrep som eri gang.

Pal Wien Espen i Nkom advarer mot massivt svindelangrep som na rammer norske mobilbrukere.

NTB SIKKERHET 7.DES.2021-16:39




Telia: Infiserte Android-telefoner sprer
tusener av SMS i minuttet. Slik lurer de ogsa
Iphone-brukere

Svindelbglgen viser ingen tegn til 3 avta.

Flubot praver typisk a lure mottakerne med pastand om talepost eller sporing av pakker. Kampanjen spres na fra norske telefonnumre.




Rowhammer (2014)

» Physical issue where rapid rewrites of
data in DRAM can change the state of a
near row.

« Blacksmith 2021 (exploit) proves no
memory is safe. As a result all modern
computers technically can be hacked if Al ras|Datd |R/W CAS
the attacker is left to do the attack
undisturbed. Rapid row activations (yellow rows) may change the &

values of bits stored in victim row (purple row) 172




Defense Measures

* In order to defend against an attack or being lured into a
phishing attack it is important to be vigilant.

* We have implemented defense measures, we will continue to
improve these and require your assistance and understanding.

* Nanolearning; follow the link on the intranet:



https://intranet.scaleaq.com/avdelinger/it-sikkerhet/

Nano leksjoner
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Digital Sikkerhet

Vaer en STAR i covid-19-tiden

Sjekk alle lenker

Beskytt nettverket pa hjemmekontoret

Hold deg pa den sikre siden pa telefonen
Hvordan ligger vi an med STAR-atferd? (nr. 1)
Vaer en STAR: Stopp opp og tenk

Sjekk alltid avsender og innhold

Beskytt kontoene dine

Hold deg pa den sikre siden i skyen

Vaer en STAR: Spar

Sjekk alle fakta

Beskytt deg og oss mot lesepengevirus

Hold deg pa den sikre siden i det offentlige rom
Hvordan ligger vi an med STAR-atferd? (nr. 3)

Digital sikkerhet: Risikovurdering




STAR - Stop — Think — Ask - React




Update of Operating system

Settings

Y Home

Find a setting

Update & Security

Windows Update

Delivery Optimization

Windows Security

Windows Update

*Some settings are managed by your organization

View configured update policies

You're up to date
Last checked: Today, 8:59 AM

Check for updates

View optional updates




Update of Mobile Operating System

Turn on Automatic Updates on company devices

4:12 94

< General Software Update

Automatic Updates

i0S 15.1.1
Apple Inc.
384.9 MB

i0S 15.1.1 improves call drop performance on
iPhone 12 and iPhone 13 models.




Bitlocker

 All computers required to have the storage devices encrypted.

* This makes attacks harder and prevents access if device is
stolen or lost.

* 140 computers unencrypted. Will be contacted with instructions
shortly after this meeting.

1 -'%, » Control Panel » System and Security > BitLocker Drive Encryption v [$]
BitLocker Drive Encryption
@ For your security, some settings are managed by your system administrator

Operating system drive

Windows (C:) BitLocker on

~
]

[}
|
gy

Fixed data drives

Removable data drives - BitLocker To Go




Use Sharepoint and OneDrive for your documents

« Data is much safer in the Cloud. Make sure you do not save
and work only on documents locally on your PC. They will be
lost if device is lost, hacked, crashes.

Up to date




Email Scanning

Processing Qutgoing Mail

Content
Filters

D ———————————————————————————————

Filtering of External Threats




Still some emails delivered might be phishing

* To combat this user training is needed.
* We will be launching phishing campaigns
* One was run before this SpeakUP




Phishing Test

New Document Recieved Invoice-0GngF.pdf
@ Mercer Capital
To You

One Drive

Your have Received New
Document from
arne.hagesather@scaleag.com
Date: Mon, 08 Feb 2021 20:14:10
+0000

View Document

Read More...

Calendar




—4 Report Phishing

Sales order Data#DP000M8537 Do-Gree Fashions Ltd, - Message (HTML)

File Message Help  Attachments ¢ Tell me what you want to do

X Ap) ﬂ—ﬁ L 4 fa 2 (%) 5% @) ‘ 'I

Delete  Respond Shar_etu:- Quick Move Tags Editing = Immersive  Translate Zoom SuperOffice Viva Report
M V Teams Steps ~ - - - V ~ - Insights | [Message ~

Teams  Quick Steps M= Language = Zoom Add-in & Junk

! Phishing Report phishing messages
Sales order Data#DP00048537 Do-Gree Fashions Ltd. thjurb Reporting helps Microsoft hone its
filters to protect you from email

) ) < Reply 5 Reply All —» Forward . 5 rOISE Your
Tony Oliver <TonyQOliver@dogree.com= )R )R ¥ Options... :in:_!gg,egljj___C:CTE,'F'?W'E‘CL“

To © Arne Hagesasther Sat 20 @ Help

| SalesOrderData.Docx
W 43 KB

Please view the attached

Tony Oliver

Controller

Do-Gree Fashions Ltd.
7053 Fobart-JToncas Placa, Suite 223
Mentraal, Quebec H4M 222

Tel: 504 001 0000 Ext. 109

Mobile:304 001 0008
WWW . Dogree.com /f WWW.Chacshats.com

cTR (G cHAos




Phishing Trainin

* |If you got phished you will get training from Microsoft.com

@8 Youhave 1 new training cou

File Message  Help

E-mail

Quick Steps 5 e 5 B ag Supert

rsoft 365

Arne Hagesather, you have 1 training course(s) to complete that should take 7 min(s).

Please complete these by December 13, 2021.

Hi Arne Hageszether,




—3¥ Phishing results

All user activity Training completion

4 of 863 9 of 50 users completed

Successfully Delivered Email tI'EII ni I"'Ig
-]
Phishing

Reported email 863 ]
|

Email Link Clicked

Attachment Opened



Cisco Secure Endpoint protection

AR W LN AN LEE BEEE [l - [l [l mmanm L ety )

Scan - Complete

Files Scanned: 314284
Threats Detected: 0

Threats Removed: 0

Elapsed Time: 0:00:30:15

Status:  Connected - Your scan has completed. There were no threats

Scanned: 2021-11-28 10:14:46 PM J detected.

Policy:  Protect
Isolation: Mot Isclated

1 I
CI5CO




Umbrella Roaming Client

Umbrella Roaming Client  (3.0.17.0)
IPv4 DNS status:
Protected
E Encrypted
User Identity: SCALEASame hagesather
IPv4 Address:
IPvE DNS status:

w Mot Required
a Unencrypted

User [dentity:
IPvE Address:
IP Layer Enforcement status:
w Disabled
Mo Fitters
Mewver Downloaded
Details:
Last Connected: less than a minute ago
Logging: Cff
Cliert Name: SAQ
Organization Id: 2661076

Device Id: 010172361ECAEFCE

Bun Diagnostic Toaol




Use VPN when outside the Office

GlobalProtect

Connected

| Okeowet

Gateway vpn .steinsvik no v



Umbrella Roaming Client works together with VPN

THREATS BLOCKED
Over any port

PERIMETER SECURITY

Cisco NGFW

ON-NETWORK
SECURITY

OFF-NETWORK
SECURITY

Figura 1: RC throu EH', the VPN — Source




Password

* Make the password strong
* It is a computer trying to guess them. Use a sentence

* Do not use the same password on other sites.
* If one gets hacked they have them all.

* How difficult is a password to crack?



https://www.passwordmonster.com/

MFA — Multi Factor Authentication

 MFA should be enabled on all external services.

« MFA protects against stolen credentials
* |t requires not only credentials but phone to be stolen as well
* Microsoft Authenticator is safer than SMS messages

» Hide notifications on your phone when it is locked. If your phone is
stolen make sure the two factor code is not displayed with the phone is
locked.




Security Operation Centre (TBA)

* We have signed up for a service for a Security Operation
Centre by Visolit. Rapid7 is used by 9900 customers, including
45% of the Fortune 100 (USA).

* They will monitor and prevent attacks
 Startup project meeting this week

* One escalation phone number

* More information will be posted on the intranet




Mobile Device Management (TBA)

« Company mobile phones to be enrolled in intune

 Lock lost devices

 Remote wipe stolen devices

« Split company applications with private application

« Wifi works in all office locations (Ability to push wifi keys)
« Data Loss Prevention (DLP)

* Publish applications (Such as ERP, Dynamics 365)

» OS version update

* Prevent jailbreaked devices

* Note: Location data collected, installed applications might be
collected. However there is audit log and IT will not use.



Mobile Device Manaadement (TBA)

Microsoft Azure

=

Microsoft Intune — D —

@ e ﬂ m _ . Azure Active Directory

— E" '—;l'—-—»l




DLP — Data Loss Prevention (TBA)

« Sensitivity labels
* Prevent mishaps where internal documents are sent
to external parties

2089 TN IE E M}y O ¥ JFInnn:iaIRuwt O - Separch Sheet @
Home Insert Draw Page Layout Formulas Data Review > G Tell me what you want to do I#* Share )

—_— i i al Formaiting =
Calibri [Body) = |12 " | w — [}.f 7 : val Fonmaiting : Q : ‘* :
. T 0 # Format as Table =

B I H AT N - Alignmaont MNumbar = Cell Styles » £ F'I_Ibll-l::

General
Confidential
A 1} »' Highly Confidential

fr 80083

Financial Highlights
Year Ended June 30 2017 2016 2015
Rewinie 89,950,00 85,320.00 93,580, 00
55,689,00 2d,240,00 0,542,100
22.326.00 20,182.00 18,161.00
21.204.00 16,798.00 12,193.00
2.10 1.48
1.44 1.24
113,240.00 52600
193.465.00 303,00
62.114.00 74,00
71,597.00 (83,00 1

3 Learn More...

G oS margin
Operating Income
Het income

L I - I T
LERE T T R P T

Cash dividends d ried per share
Cash, cash equivalents, and short-term irmestments

1.56

132 981.00
241 086,00
104,165.00
¥2,354.00

w
i

& oy

L Ln

10 Total assets 17
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11 Long-term cbligations
12 | Stockhodders equity

B0,

5
5
]
Diluted earnings per share 4 .71
5
5
5
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ISO 27001 (TBA)

BENEFITS
OF

ISO 27001




Protect your home network

Beskytt nettverket pa hjemmekontoret

Ifolge undersokelser vil covid-19 kunne fore til en
dobling av permanente hjemmearbeidende.

Du har et ansvar for nettverkssikkerheten pa ditt
hjemmekontor.

Det hores kanskje skummelt ut, men enkle tiltak
kan utrette mye. Har du for eksempel noen gang

tenkt pa a sla av wi-fi for du legger deg?

Les om hvordan vi kan beskytte hjemmenettverk.




Protect your home network

Det tradlese hjemmenettverket

Hiemmenettverket er konfigurert med en ruter som
gjor at du kan koble flere enheter til internett.

Men selv om ruteren er viktig for sikkerheten, kan
dens egenskaper og standardinnstillinger faktisk
ojore det enkelt for inntrengere a fa tileang til
nettverket og tilkoblede enheter.

Og nar de forst er kommet inn, kan de overvake
aktiviteten, stjele data eller misbruke kontoene
dine. De kan kjore skadelig programvare — eller
kanskje legger du aldri merke til dem overhodet.




Protect your home network

Du ma farst ga inn pa ruterens/nettverkets
innstillinger. Se ruterdokumentasjonen eller
brukerprofilen din hos internettleveranderen.

1. Erstatt alle standard passord for
hjemmenettverket og for administrator-

palogging med sterke, unike passord.

. Endre nettverksnavnet. Standard ruternavn
kan avslare produsenten eller internett-
leverandoren og slik rope kjente sarbarheter.
Angi et navn du kjenner igjen, men som ikke
avslorer personopplysninger.

3. Aktiver nettverkskryptering (WPA2 eller 3) og
automatiske programvareoppdateringer.




Protect your home network

Tom har to PC-er, et nettbrett, en telefon og
mengder av annet utstyr som kobles til internett via
familiens nettverk. Og to grinete tenaringer som
holder pa med sitt.

Sa langt har han iverksatt to gode tiltak:

1. Installert antivirus og brannmurer pa begge
Windows-PC-ene.

2. Sagt til sennene at de skal bruke sterke
passord og aldri det samme pa to steder.

Det er mye vi kan gjore for a sikre enheter bedre,

men vi forventer at du som et minimum har stell pa
antivirus og passord i hjemmet.




Recommendation to update Firmware on your
personal wifi router

Thousands of Netgear routers can be
hacked — here's what to do



https://kb.netgear.com/000064039/Security-Advisory-for-Remote-Code-Execution-on-Some-Routers-PSV-2021-0204

Do not click on any links. Go directly to their site

] @ helsenorge.no

= meny Q seok

A Advarsel: Ikke klikk pa lenker i e-poster om varsel om ny melding fra helsenorge.no
Det sendes for tiden ut falske e-poster som utgir seg for a veere fra Helsenorge. Hvis du har mottatt e-
post med varsel om ny melding fra prevesvartjenesten, ma du ikke klikke pa lenkene i den. Helsenorge

ber deg aldri om kredittkortinformasjon eller passord og koder i en henvendelse. Har du oppgitt kort-
eller kontoinformasjon, sperr kort og kontoer umiddelbart.




Tryvgg og smart julehandel

Julen nzrmer seg, og det er hoysesong for handel bade
pa nett og i butikk. Derfor har vi samlet noen enkle tips
og triks for en trygg og smart julehandel.
Kortinformasjonen din er na tilgjengelig i appen og nettbanken - det

betyr at du kan handle pa nett uten 4 matte finne frem lommeboken.
Her kan du lese mer om ditt digitale kort.

Fem rad nar du handler pa nettet:

. Handle hos kjente aktarer eller i lokale nettbutikker, sa er sjansen for
4 bli lurt mindre. En annen fordel med lokale nettbutikker er at du

ogsa stetter det lok ringslivet.

2. Hor med familie eller

ren eller om leverandpren gar konku

4. Sjekk at du finner kontaktinformasjon og opplysninger om
kundeservice pa nettsiden. Hvis ikke ber du styre unna

5. Skal du handle pa nett sa se etter hengelasikon eller boks
HTTPS til venstre i adressefeltet, da vet du at tilkoblingen




Use common sense when using your work computer

Do not install software from unknown sites

« Use Company Portal to install software. Contact
for help.

* Don’t use memory sticks for example to share documents from
private computer to work computer

* Do not install Games on your work laptop

* Do not buy or sell Crypto currencies from your work laptop
* Do not visit porn sites

* Do not visit gambling sites

* Do not visit alcohol sites

 All above can be an HR case for breach of IT Policy



mailto:itsupport@scaleaq.com

Stay Safe!

Use your work computer for work purposes ©
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