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The past
In 2020 ScaleAQ got hit by a ransomware attack 
that cost the company millions.  



The Attack



































• Physical issue where rapid rewrites of 
data in DRAM can change the state of a 
near row.

• Blacksmith 2021 (exploit) proves no 
memory is safe. As a result all modern 
computers technically can be hacked if 
the attacker is left to do the attack 
undisturbed.

Rowhammer (2014)



Defense Measures

• In order to defend against an attack or being lured into a 
phishing attack it is important to be vigilant.

• We have implemented defense measures, we will continue to 
improve these and require your assistance and understanding.

• Nanolearning; follow the link on the intranet:
• IT-sikkerhet – ScaleAQ Intranet

https://intranet.scaleaq.com/avdelinger/it-sikkerhet/


Nano leksjoner



STAR – Stop – Think – Ask - React



Update of Operating system



Update of Mobile Operating System
Turn on Automatic Updates on company devices



Bitlocker

• All computers required to have the storage devices encrypted.
• This makes attacks harder and prevents access if device is 

stolen or lost.
• 140 computers unencrypted. Will be contacted with instructions 

shortly after this meeting.



Use Sharepoint and OneDrive for your documents

• Data is much safer in the Cloud. Make sure you do not save 
and work only on documents locally on your PC. They will be 
lost if device is lost, hacked, crashes.



Email Scanning



Still some emails delivered might be phishing

• To combat this user training is needed.
• We will be launching phishing campaigns
• One was run before this SpeakUP



Phishing Test



Report Phishing



Phishing Training

• If you got phished you will get training from Microsoft.com



Phishing results



Cisco Secure Endpoint protection



Umbrella Roaming Client



Use VPN when outside the Office



Umbrella Roaming Client works together with VPN



Password

• Make the password strong
• It is a computer trying to guess them. Use a sentence

• Do not use the same password on other sites.
• If one gets hacked they have them all.

• How difficult is a password to crack?
• https://www.passwordmonster.com/

https://www.passwordmonster.com/


MFA – Multi Factor Authentication

• MFA should be enabled on all external services.

• MFA protects against stolen credentials
• It requires not only credentials but phone to be stolen as well
• Microsoft Authenticator is safer than SMS messages

• Hide notifications on your phone when it is locked. If your phone is 
stolen make sure the two factor code is not displayed with the phone is 
locked.



Security Operation Centre (TBA)

• We have signed up for a service for a Security Operation 
Centre by Visolit. Rapid7 is used by 9900 customers, including 
45% of the Fortune 100 (USA).

• They will monitor and prevent attacks
• Startup project meeting this week
• One escalation phone number
• More information will be posted on the intranet



Mobile Device Management (TBA)

• Company mobile phones to be enrolled in intune
• Lock lost devices
• Remote wipe stolen devices
• Split company applications with private application
• Wifi works in all office locations (Ability to push wifi keys)
• Data Loss Prevention (DLP)
• Publish applications (Such as ERP,  Dynamics 365)
• OS version update
• Prevent jailbreaked devices
• Note: Location data collected, installed applications might be 

collected. However there is audit log and IT will not use.



Mobile Device Management (TBA)



DLP – Data Loss Prevention (TBA)
• Sensitivity labels
• Prevent mishaps where internal documents are sent 

to external parties



ISO 27001 (TBA)



Protect your home network



Protect your home network



Protect your home network



Protect your home network



Recommendation to update Firmware on your 
personal wifi router

Security Advisory for Remote Code Execution on Some 
Routers, PSV-2021-0204 | Answer | NETGEAR Support

https://kb.netgear.com/000064039/Security-Advisory-for-Remote-Code-Execution-on-Some-Routers-PSV-2021-0204


Do not click on any links. Go directly to their site





Use common sense when using your work computer

• Do not install software from unknown sites
• Use Company Portal to install software. Contact 

itsupport@scaleaq.com for help.
• Don’t use memory sticks for example to share documents from 

private computer to work computer
• Do not install Games on your work laptop
• Do not buy or sell Crypto currencies from your work laptop
• Do not visit porn sites
• Do not visit gambling sites
• Do not visit alcohol sites
• All above can be an HR case for breach of IT Policy

mailto:itsupport@scaleaq.com


Stay Safe!

Use your work computer for work purposes 
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