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1. GENERAL INFORMATION

Due to the data breach we all experienced during the Easter, and still are affected by - we need scale
up the security on all our devices. Including but not limited to servers, PCs like laptops and desktops
running Windows and Apple Mac’s).

What we need you to do, is help us roll out Microsoft Intune (which will give us better control of
company data, and also better security due to the fact that we this way can remotely install security
software such as (but not limited to) Cisco AMP for Endpoints and Cisco Umbrella.

The IT department will also be able to better help and assist you all and help you faster.

The security perspective here, is that we will be able to limit the possibilities for potential threats to
exploit. We will have better control over the software installed and be able to remotely upgrade if/when
security exploits are discovered.

This is important to secure you, your devices and ScaleAQ’s infrastructure and information.

If you have any question regarding the change or you need assistance, please contact IT Support.

We hope that you understand the need to the changes, this one and others to come so that we can
together help secure Scale Aquaculture.
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WHAT WE ARE DOING
Backup of our files. Documents, photos — all the stuff you want to keep. Back them up
to Microsoft OneDrive for Business. (All PCs with Microsoft Office installed have this
program. If not you can download the program here

https://www.microsoft.com/nb-no/microsoft-365/onedrive/download

Installing a script on your computer that allows it to talk to Microsoft Intune. (The
hardware hash script). You will find this on our Intranet website, and also in your
email for IT support)

Resetting your PC. Meaning securely erase all data and reinstall Windows.

Setup your freshly installed PC.

You will then be greeted by a ‘Welcome to ScaleAQ’ message and a sign in prompt.
Sign in using your email address and your password.

After this is done, you should get Microsoft Office installed and also Cisco AMP and
Umbrella as well as the new Edge browser. We will make sure that your Outlook is
ready to use and your OneDrive syncing your backup to your computer.

At a later time you will be able to install new application from the Company Portal and
we might send you, new applications that is deemed necessary for you in your
position.
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3.

BACKING UP YOUR DATA
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The first step in this process is to make sure you backup all your data to OneDrive. Remember that
ALL the files you do NOT copy to OneDrive will be erased. You will NOT be able to get them back. So
back it up, and double check that you’ve gotten all you need.

It is better to backup to much rather than too little.

The process in pictures.

First open up Windows Explorer.
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From there locate the folder OneDrive — ScaleAQ - this is where you copy your files to.
| would recommend opening two Windows Explorer windows (Press Windows button+E to open
another window), one for OneDrive — ScaleAQ folder and one where you copy from.
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Select the files and folders you want to
keep. Right click them and select copy. Go
to the OneDrive — ScaleAQ folder and
select paste.

This process might seem time-consuming
which it might be depending on how much
files and folders you have stored locally,
but if you do not take the time you will lose
those files.

Double check that you have copied all
necessary files and folders.

Your emails is secure in the cloud so no
need to back them up extra. Documents,
photos and other stuff you might have and
need.
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When you are done copy and pasting your files to OneDrive check that OneDrive is finished syncing
those files to the cloud.

@ OneDrive er oppdatert
ScaleAQ

Na er alt klart!

Alle filene er synkroniserte

Once it’s finished with syncing (saving to the cloud) your files, you
will be greeted by a similar view as here when you click on the
blue Cloud next to the time on your computer. (**Sometimes this
icon is hidden, and you will have to click on the UP arrow before
you can see it.)

If you see the text OneDrive is updated™ (or similar phrasing
depending on your language setting) your files is copied to the
Cloud and you are ready to begin the next step.

e * See status of OneDrive here
e **If you cannot see the blue OneDrive icon next to the clock,
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click here.

If it's still syncing, wait a while and check again.
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4, INSTALL THE MICROSOFT INTUNE SCRIPT

This script will let your computer talk to the Cloud, more specifically to Microsoft Intune. It's a must do
part of this process.

You will be sent the file via e-mail and it will be distributed via our Intranet (in case you have forgotten
the address is: htips://intranet.scaleag.com )

You will need to download and save this file (it's called Hardware Hash script.zip) to a folder on your
computer (for instance you Downloads folder or your Documents folder. It's not important where you
save it)

After you have saved the file, right click it and extract the content of the file. In it you will find three (3)
files.

1. LES MEG (not that important if you follow this guide)

2. Install

3. Hwhashupload.ps1

After you have extracted the files, go into the extracted folder and locate the file Install.
Right click that file (important) and click Run as Administrator)

A command line window appears (windows with a black background) wait until it finishes working and
disappear and you are done.
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In the folder locate the file Install right click and click Run as Administrator

Administrer Hardware hash script

Del Visning Programverktoy
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Type

Windows PowerS...
Windows-komma...

Tekstdokument

Again, once the command line window (black background) goes away you are finished and ready to

proceed to the next step!
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5. RESET YOUR COMPUTER

Now we will factory reset your computer. Warning: This will erase ALL your files! Except the files
you backed up to OneDrive.

Go to System Settings, the gear icon we have used previously on the Start menu
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Alarmer og klokke Tommy Mikkelsen

Dokumenter
Bilder

Bilder

Cisco AMP for Endpoints Conne...
Ny

Citrix Workspace
th Pa/av

Innstillinger

£ Bkriv her for & spke

Settings

Phone Network & Internet

Link your Android, iPhone Wi-Fi, airplane mode, VPN

Personalization

Background, lock scree

Accounts Time & Language
Your accounts, email, sync, Speech, region, date

work, family

Ease of Access
Narrator, magnifier, high

contrast

Cortana Search

Cortana language Find my files, permissions

Privacy Update & Security

Location, camera, microphone w ws Update, recovery
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= Settings - O X
@ Home Recove ry

Find a setting pe Reset this PC
Update & Security If your PC isn't running well, resetting it might help. This lets you

choose to keep your personal files or remove them, and then
installs Windows.

'l "
x_ Windows Update Get started

M Delivery Optimization

Advanced startup

w Windows Security

_ Start up from a device or disc (such as a USB drive or DVD), change
T Backup your PC's firmware settings, change Windows startup settings, or
restore Windows from a system image. This will restart your PC.

Troubleshoot Restart now

Recovery

More recovery options

Learn how to start fresh with a clean installation of Windows

2
=
@ Activation
A Find my device

M For developers

Have a question?

—Now Go to the Recovery menu and from there click Get Started button.
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Reset this PC

Choose an option

Keep my files

Removes apps and settings, but keeps your personal files.
Remove everything

Removes all of your personal files, apps, and settings.

Now click Remove everything

Reset this PC

Additional settings

Current settings:
« Just remove your files. This is quicker, but less secure

Change settings

Click Change settings link
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Reset this PC

Choose settings

Data erasure

Just remove your files. This is quicker, but less
secure

@ D off

Click the switch button so the text Off changes to On and the text changes to this

Reset this PC

Choose settings

Data erasure

Remove files and clean the drive. This may
take hours, but will make harder to recover
files

® On

Now click Confirm
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Reset this PC

Additional settings

Current settings:

* Remove files and clean the drive. This may take hours, but will make harder to recover files

Change settings

Click next

Ready to reset this PC

Resetting will:

* Remove all the personal files and user accounts on this PC
« Remove any changes made to settings

* Remove all apps and programs

This will take a while and your PC will restart.

Click Reset and you PC will begin the system reset.
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Troubleshooting:

If you get the following screenshot press the F9 key on your keyboard.

Confirmation

A configuration change was requested to
enable., activate, clear, enable, and activate
this computer’s TPM (Trusted Platform Module) .

NOTE: This action will clear and turn on the TPM.

UARNING: Clearing erases information stored on the TPH.
You will lose all created keys and access to data
encruypted by these keuys.

Take ouwunership as soon as possible after this step.

Press [F91 to confirm, ESC to reject.

The system will restart.

If you have problems with using the dock, press Always connect in the Thunderbolt connection
window that should open when you login for the first time.
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